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A® 'Tno aL’i ox t’riis paper is to set forth ttie ejeneral factors involved in 
. ccanunications trai in^; as it pertains to active operations <, Tliese j^enoral factors 
include definitions, content, sco*xj, tine and personnel requironehts. It is our 
desire that all staff pcrsonjiel concerned ;rith af^ont coanuiiications traininc be 
advised of tiie j^encral problems and practices tlierein-. 

II. Rl^Cldn:7^ .:]T FACIGRS 

,/\.o other factors peiriittincj we in Coraraunicatio'is consider an apent, or pros- 
pective ar.ont, 'aho is a trained radio operator as the host source of assent V'/t trainee. 
As :/et, t'.iere is no substitute for e::perience. The report. -mt ”e:rperionce'’ in the • 
recruitment of v/t operators is ”'/? oporatinc of any sort, 'Vo are most interested *ln ■ 
operating ability rather than technical ability. Allied specialized e:qx?rience does, 
ho\rever, have some bcarinc in the recruitment of agent operators. For o:canple, 
telegraph operators, electricians, radio teclmiclans, cipher clerics, past or present, 
fit in this category V Assuming a given individual is boiiig considered for an agent 
YI/T role but possesses no past TI/T ec;5)or5.onco, v/e must apply certain assessment and 
aptitude tests in order to determine tlao advisability of training said i:idividual in \ 
coanxxnicatlons. Prospective trainees vdLthout cocuaunications baclcground -.vill form the 
largest catogoi^'- of students due to availability and sociirity factors, 

III. ASSlSh'flilT .c:T) aftitudb tests 

A. The basic elffaonts we are concenaed with iji assessing an individual for 
cctanunications traini’.ig are; 

1. Code Aptitude - Tlxis is the primaiy tost involved and tlae resxilts 
attained on the standard .ARC-1 code aptitude tost reflect ..hether or not the 
prospective trainee’s aptitude is sufficiently high to warrmit furt’ier 
consideration, 

2. Tlie individvial's age — Gener^illy spoalcing, the younger a raw trainee 
is, the more rapidly ho can be taught. 

3. Langtia{,-es and degree of fluency - Tliis is very Important to us in 
overcoming language barriers and in determining the availability of special 
language instructors.. Language is also Ir^Dortant in the preparation of 
instructional material to meet the requironent, 

U» Kducational level - Present complexities of ciphers, plans, procedures, 
and equipment require a certain minimal intelligence and educational level as 
a requisite to successful training. 

General e3qx>ricnce and baciQground - '7e are particularly .interostod in 
relating past orqjerience to tlie communications traijiing program. Does tiro 
trainee possess past oiqperlonce in connunicatlons? Does he laioiv arythlng of 
cip’icrs? Is he a musician? Does he have mechanical aptitudes? 

3. TIio results of comnunications testing and assessraent serve as a basis for 
roconr.iondinf; or not rocotimending an individual for comnunications training, and pennit 
us to ostlaate tlio tinio period involved and the probable degree of competency’’ which 
can be acpected at the completion of tr;iining. Tlie most important ’test is I’diether 
or not an iiidi-vidual lias code aptitude. Unless an individual has boon, or is a V7/T 
operator, t-hls aptitude test is required in every case. 

IV. cTh:.'Ji-\:ic:-r> RG'^biinn) 



Ao Planned ;ind prospective operational programs requiring communications 
training should bo discussed 'w'i’tli a member of the Communications Staff in the field 
as soon as possible. This discussion vdll aid the Case Officer concerned in formula- 
ting plans and requests for Ilcne Office approval and vdll alert "Uie Communications^ 
Staff for scheduling purposes, ... 

yv- - VI r ^ , y 

( ■■ y JT' 

B, Local field clearance may be grpitbd the Area Gonraunibdtions Officer for 
basic training (l,e, not involving operational e'qiiipnent, ciphers, plans, procedures, 
g^cTT after assessr.ient, !Io in’tomediato nor advanced training, hovre’ver, may be under- 
talcen vdtiiout specific Home Office approval, Tliis approval should be reques’ted by ^ 
the Case Officer concerned and must be coordinated vdth tho Gccamuni cations Division 
at tho Homo Office. 
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Co It should bo further noted that operation invol'/inc codos or ciphers 
r.Mst ho doored vdth Co:’r.Tuni cations Sec'jarity at t'oe Iloiao Of fice «, 

V. cir^'’i!ra r: ?ua.i:ii''g 

insuninr; tliat a trainoo possoscos average aptitude, intellieonce, intorcst, 
onotional balance .;;nd lioalth, we require a niniimm of t’ir<io raoiiths intensive and 
continuous (0 hours dail;/, 5 coiisocutivo daps por ./cel;) cornunicatlons traininf;; to 
prepai'G t’lat trainoo for m active operational ':/? role. If tr;uni:i 3 is non-intensive 
but roanoriabl-' consistent, si>: nontl'is trine should be planned for caxiunicatlons 
trainiu". 

Do Shodd a tnainee possess prior b'/T operatin': e;:porionco, ./e still 

stronrl 7 vu'::c t’aat tlireo nonths intensive trai:ii:^c lae planned since, at the ccnpletion 
of t!ie prof^r.an, tlie trainee ’//ill be good — ^not sinply p.assablOo 

Co It is e::tro'.noly difficult to set fortii tine re niirononts in the case of non— 
intensive comunications training. Tlae overall time period is obvi •.usl;:,’’ much longer 
than luider intensive training. The variables, ha/over, are so nuraerous that v/o prefer 
to treat suc’.i cases on an individual basis. • 

V,I. HTSTRUCTOR OOUSIDI^ATIONS 

A. The Comunications Training Staff instructors are generally conmitted on a 
full- tine basis at any given ti’’e. be nust, tlierofore, fit each nov/ trainee into the 
overall schedule. Specific notice, w 11 in advance, of a training requirement should 
be given the Ccmtmications Section, 

B, Ilon-English speaking truLnoes present a language problem of considerable 
inport due to the scarcity of foreign language ccmunications instructoi’S, The pro- 
blem rri'j bo not in the foUov/ing wajOJ v; 

1, Assign a stuff instructor possessing fluency in t!ae foreign language 
of tliG trainee to the cuso when possible, 

2, :ialce use of a foreign translxtor available on a fiiUL- training tine 
basis. Profcrabl^'- tliis translator already communications trained or to be 
cormaunications trained with tho trainee, Tliis method is often adaptable \;rtien 
rorol;pi group interests are involved. 

3, !!aIco use of tho translation ability of a staff case officer on a 
regularly scheduled basis, 

U. Failing all else, instruct by sign language, demonstration, etd,, 
aided, perhaps, b:r ■'ivritten matorial previously translated Into the language 
concerned, 

C« Tlie nest efficient training {^ston from a staff point of view is tliat wliich 
perriits several trainees to meet r.dth ti^o or more instructors at a central point. Each 
individual trainoe or trainee 'proup is restricted to a secure room in order to prevent 
contact beti7Gon trainees. In this \ray reasonably constant instructions to a number of 
trainees can be accomplished v/ith a nininal instruction staff, Tliis is true regar(D.ess 
of t!io particular stage of training being undortalcon by anj’- individual trainee. Also 
note that greater instructional efficiency results since instructors are shifted, thus 
bre.-fdaig tho monotonj’’ of n single full-time teacher, 

D. "hen training "lust be on a decentralizod basis, intensive cocir.-runications 
traini;ig requires the constant and 8-hour daily duties of one instructor per trainee, 
or group of trainees, for a minlmun of tlirec nonths, TIius, the instructor nay live 
in tlie house v/liore tJio trainoo lives ind learns, nay conmute from nearlyy quarters to 
tho training house, or nay Iiave t*K> tra.lnee report to an individual instructional 
area, Tliis individual system Is obviously less econcKdCcol frora an instructor-time 
standpoint t’-an tho proceeding oentralisod and multiple traineo s:j'stan, 

V Sw A'liiloi dqpaytures, ,in: args ppi^ible from the above s^’otens, 

any departure inp)|.es a longer tine ' pericp ircquired to ipcccM^ations train ^ 

a^nt Vj/d' operators'#' ' ' V; *■* ,i 

Fo The most effective instructoi? ti^ysav3|rig netliod is to rely upon supqrvisbd 
sel:?- to aching. This’metliod is i^articuJarl^'^pplicable during basic\2^ intomediate 
comn)^catipns training. IMder tliis neiihod^’ the instructor lays out ik'yself-teaching 
pro^rm, briefs the •^-dhee on its use, and checlos the trainee's progress^ periodically. 
In basic training, tliis metliod may be used with much success ;vithout an li^ue instruc- 
tor tine conmittnont. A simple code teaching device, such as the instruct%raph 

p ' h r SECRET, ^ ■ . I 



3 



C'.' 



(a non— olannifiocl and vrell Icnoivn piece of equipment the size of a v/waan’s vnnitj box) 
offoctivoly rolioves t}ie instructor of tlje fulj.~tine instructional requirement* 

Ditrinp, intemediate, advanced an>'i continuirvG traiii:!'’ add.itional equipment raay be 
utilized, dependent upon individxial security and ca'rcr considerations, for self 
train inn* 

G® kny self-teachin'; laetliod must, !iaTO\n3r, be au.p.ientnd by intensive training 
of IL-.iited duration bofore it is truly effective® 

VII, STAG>..S CF CO:r:u:iIC..TIOVS TRAEim 

Ao Sasic Connunicatlons TraininG 

1, Memorization and learning of toe international norse code, 

2, Attaining a code speed, through practice of receiving and sending 
code, of approximately 10-12 words per minute, 

3» Sasic international radio procedure (o«gp toe call-up, fundamental 
"Q'’ signals, their meaning and use),,' 

U, General princi’plos of receiver tuning and the basic interrelationsliip 
of tirae-froquoncj’-i-por/er. 

D, Intermediate Gorarauni cat ions Training 

1, Continuation of basic comraunications training, 

2, Continuation and amplification of the principles of radio procedure, 

3, Actual on-the-air or simulated orwtJie-air receiving and tevo-way contacts, 
U. The principle of signal plans (i,e, time«frequency-identification) 

Eq\xipnent familiarization: In the case of agent operators, familiari- 

sation to be oji anj’- reprosentative t:,q>e of agent radio equipment, SucVi training 
to include operator maintenance . 

6, Povror and paver sources: A.C, mains, wot and dry cell batteries and 

manual paver (c*g, hand generator) as applicable® 

7, Antenna principles and practices. 

C« Advanced Communications Training 

1. Continuation of intenaediate caanunications training. 

2. Training on final type signal plans and radio procedure, 

3. Training in final type cip*ier aiid/or code systems, 

li. Upon toe attainraent of an on-tlie-air code speed of 16 Avpn, the agent 
operator v/ill bo radio fingerfa’inted, 

Ccnploto briefing to include operator maintenance in the specific type 
of agent radio equipment to bo used on the operation. 

6, The introduction of simulated or actual malfunctions in equipment, 
operating principles, traffic liandling, etc. 

Upon the canpletion of advanced training, an agent radio operator trainee will 
be ccjiipletoly trained to porfona his operational role. 

Do Coctmuni cations Operational Grief ing 



1, The deliver:/ of operational ciphers, signal plans, crystals caid, in 
most cases, equipment immediately prior to operational activation, 

2, Specific operational instructions to be given at tliis time. Each item 
of natoriol will bo checked by tlie briefing officer, preferably in too presence 
of teio agent, prior to issue in order to Insxiro the conpletenoss of too issue. 

Continuing, Joint, and Refresher Training 

1, If, after a trainee lias completed advimcod communications training, he 
is not to be activated operationally for a period of time, it is Iiighly advisaible 
to continue Ills comnunications training. This "continuing" training does not 
necessarily introduce nav subject r.iatter, but rather is gauged to retain the 
ability level in caimunications previously attained, TIae most effective manner 
in w'dch this level can be held is to have toe trainee continue to operate an 
oi>-thq*air signal plan vdLto tliQ training ;baso, 

'te; 

,, 2, "Comdnui^ training bo to combined trainii^ 

piibgran ViMch f^ollavs intensive ^pspunications traintoG» Po** example, plysib^ 
coriditiontog, n»p reading, parachuiing, etc., nay toebarporate field probloms 
during v/hicli: onAthe-air contacts nay become an to'tegral part, V.oT’iitoteLd appre- 
ciate havtog too Iiours of comnunications training daily during this stage of 
an operation. In addition tb on-tlie-alr contacts, code copr/tog from too base 
blind broadcast is a liso-ful training aid. 
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3» In tlioso casos v/hen a v;/T a^ent opor itor lias caipleted comunications 
traininc, but is not available for continuing truining, it is advisable to 
render periodic refresher training on an intensive short- term basis « Rapidly 
taught individuals lose their ability far r.ioro readily than a slavlj’- trained 
and long ciqierienced individual, Tlie frequency of refresher tr.aining is, in 
general, individually detcminedo V,'ell trained VI'/T operators who do not 
practice ca:inunications in their daily lives require one refresher period 
anuall^’". Other b'/T agent trainees require periods of fron one period inonthly 
to two periods annually’'. The time period in question vriLll varj' fTora two to 
ten da;>^, depending upon individual circumstances » 

VIII. TRAnibG SG'rbPtmS 

A« It is not possible to outline a training schedule for use imder each of the 
many tr linin": situations we are confronted v/ith at this tirao» ",'e con, ho'wevor, reflect 
a distribution of tine and content by noons of tlie representative daily outlines used 
during intensive ccmunications training. 

G. Daily training schedule— basic coranunications training: 

» 

0030-0920 Code Receiving 

0930-1020 Lecture/demonstration on code reception, printing methods, 

procedure, prosigns, international signals etc. (One subject 
per period) 

1030-1120 Code Receiving 

1130-1220 Code Sending 

1230-1330 Lunch 

1330-lli20 Code Cop^’’^^ 

Ht30-1520 Code Serding 

1530-1620 Equipment familiarization, principles of receivers, tuning, ®tc« 
I63O-I730 C<^e Copying 

C. Daily training sched\ile - intermediate coomunications training 

OG3O--O92O Code Receiving 

0930-1020 Table nets - reduced distance circuits — on?-the-air operation 
IO3O-II20 Equipaent familiarization 

1130-1220 Cipher instruction (crinary s’^ten) 

1230-1330 Lunch 

1330-2jh20 Signal plan fundamentals, radio procedure, prosigns, opera- 

ting signals. 

Ili30-l520 Copying blind broadcast 

1530-I620 Code sending and copying 

1630-1730 Cipher instruction - antenna and field expedient instruction- 
elomontary theory as it pertains to practice. 

D. Daily tfaining schedule - advanced conmunications training 

OO3O-O920 Code Copying 

0930-1020 0n-tho-a±r operation vd.th signal plan and ciphers 

1030-1120 Cipher Instruction 

1130-1220 Cipher Instruction - Security Lectures 

I230-I330 Lunch 

133O-lii20 On-the-air o;?eratioh 

Ili30-l520 BliiJii broadcast copying 

1530*1620 Code Copying 

I63O-I730 Operator’s equiptaent maintenance - correction of coranon 

malfunctions in eq’uipo.ent - antennae inrinciples and 
e:q>edionts - power source problems, etc. 

IToto t During advanced training, students v/ill participatn in day and ni^t 
field problems, simulating as nearly as possible the field conditions anticipated 
in the actual operationo 

IX. OPER •iTIOrAL CIISCIOIST 



Tlie Case Officer 

A. Consult vdLth a eontaunications during the planning stages of 

an operation for purposes of mutual stappe^ ||id c^on&ation. General factors 
Coruaxmicaiions is interested in discussing i are : * 

1. Availability of proposed trainee (s) for assessment purposes . 'lake 
available ansvrers to points under Para III, if laiown. 
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2. Appro::lnato activation date Tor the proposcid operationo 
3» jlaaic laission of the operationo 

U* Area of operation. 

3 . lispocted traffic volumes on tlie V,'/t circiait(s)o 

6. to be used in ciphers. Vfho vfiH prepare outrjoins niessacos. 

:'lto vdU handle incoming nessagos- 

7« Ilcnr nanp- contacts woolcly envisaged, 
u. ?o\-rar wsources in tho area of operation. 

9 . !'.oans of delivorJj:ig equipment. Restrictions on size, vraight, quantity.. 
■;atcrproofing required. Possibility of resupply. 

10. ■■;hen and hovv do you vxsue'itao TJ/t circuit being activated? 

11 » Training covor and sccui'ity considerations. 

12. ,Anj' factors involved vdiicli ^vill affect training time availability. (e.g» 
medical core requirements, dental condition, ex'bcnsive debriefings, report 
preparation vfhicli 'vdll detract frem training availability). 

B.. Insure t!:at comunications clcai'ances are secured in sufficient tine to neet 
tine deadlines propct'edo 

Co Keep Camunications advised of any operational variations ■which affect 
comaunlcations training or Comunications in general. 

D. Consider ■Uio inclusion of altema-be and baclcup ccsamiinications channels of a 
non-electrical nature (e.g, S7J, letter bo::es, couriers, etc.) 



The Pvadio Section 



By the di^y of 

Intensive draining : 



A. Prepare training signal plan v//cr;rstals 

B. Preparo operatiorial signal plan(s) TY/crystals 

C. Procure, test and pad: sample of operational equipment 
Do Proc\u?o, test, and pad: final, operational equipment 

The Training Section 



Translation of Radio Operating Instructions 
Translation of basic cipher documents 
Ti’anslation of training signal plan 
Translation of operational signal plan(s) 
Translation of any special instructions 
Translation of special cipher instructions 
Preparation of operational ciphers 
Radio Fingerprint trainee (s) 

Delivery of all radio/cipher/other connunications 



materi.'il to activation area 



Cqanunlcatlons Staff - General 

A. Assure that preliminary discussions involving planned cona'anications 
training are timely, 

D. Assure tliat proper clearances arn secxirod for co:amunications trainiiig» 

0. Coordinate Ooonunications’ role in the operational support of individual 
project and/or program. 

X. . GITSRAL CO!!: GUTS 

Ao T!ie most tine consuming factor in ',7/t training is usually tlie nenorization 
of the !Iorso Code and the at'tainnient of tho rainimua speed of 10 v/ords per minute. It 
behooves us all to insure that tliis minimum goal is at'bained at t!io earliest possible 
time by nalcing use of supemrised self-instruction prelininarj’ -to intensive ■training. 
Prompt and continued attention to this principle v/ill repay us maii^y times . This basic 
phase is also the most psychologically deprossing period in communications ■traiibLng, 
Case officers and instructors alil:e shoxQd nal:e esrtra efforts to ”choor on” the trainee 
diiring -tliis phase of training. 
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1 operation is a coordiriat^ operadKon. KEEP COORDIIIATED, 
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C.J. Instructions recoivod frcn t''.o Chior of GaramcationSi, Hone Of£':Lcej;, sub- 
r.O'-jucnt to t’o.o preparation of tlio prccocdin;" socta.ons outlines in sonevdifit rproate’- 
detail the practices in requostinn cloar:nces for trai.ni'JCo These ares 

lo Request for trai-dn™ of aj^ents in conniuxd.c-itions suo.iccts v.d'il 1)0 
c.a’ded h'r ca.se ofricor concerned for action by Goramuxlc-itions Division^ llorjB 
C.fficOj, vd-th info for Como, ^CarlsruhCo Such ronuosts v.dll be sudnitted 
only after tho b.a si c omr.-xtion in_ question has bc;e a app rove d by tlae Foreip'i 
i)iVi.sion concenaeX' ~ ' ~ 



2t The above cabled requosto vdll indicate tfio specific t:,q-jGs of traiudrij^, 
dosiredj e..qo crp^’ptoqr.anldc, norso codo, siqnal pl.ans,. equ:j.praont«> 

3.3 Tug spocific roQuost.s .above vvd.ll bo ^nsunred , by Ccmiunicaticii'is Divi.sioii.,i 
IIorjG Of .rice, qivdnq specific .approval or* disapproval by t;,’pc of trairrjigo 
.Disapproval of certain covtocorics of, or al3., training roquos'tcd vdll be 
accoiaparded b-,‘ reasons tlicroforo 

U» .It tliG time the case of ideer’s recues'b cable is recerrod by iConrao, 
K.arlsr’die, c, c3.otailcd crva)to/tcchnic.a;i cdolc win be- trarsrittod to fJonnxsii.- 
c,atioJis Division, Hone Office t;y Ca-.r,o, aarls:nAlie, in order tb.at Ilona Office 
action on training requests ..ill bo eupeditod.. 

D. Aij'fcached h-orobo arrj co.")i.es of t-vJ-o s-bardari cOinaun;ication.s reoort- ,foras« 

T.!'«3 Report of CCTnn i:inica-L'aon3 .Assossnent will be rendojx^d follovrlno' com.unlc,ations 



,u,i uatito u.i. acuivy T3raj.ncvjo unaerfjoxnc .x.T.u;ensxvo traimjigo A bhir'd report or 
crv-ptocrapldc 'braininf; -v.'ill be rendercad to Comaunic.at.ions Divisj.on, Hone Office j 
in c.rvqotocr.aphlc channels a.s directed^. 
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